
 

New threat to privacy? Scientists sound
alarm about DNA tool

May 15 2023, by Juliette Collen

  
 

  

Humans shed genetic material everywhere we go, which the scientists showed by
collecting DNA from a footprint on a beach.

The traces of genetic material that humans constantly shed wherever
they go could soon be used to track individual people, or even whole
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ethnic groups, scientists said on Monday, warning of a looming "ethical
quagmire".

A recently developed technique can glean a huge amount of information
from tiny samples of genetic material called environmental DNA, or
eDNA, that humans and animals leave behind everywhere—including in
the air.

The tool could lead to a range of medical and scientific advances, and
could even help track down criminals, according to the authors of a new
study published in the journal Nature Ecology & Evolution.

But it also poses a vast range of concerns around consent, privacy and
surveillance, they added.

Humans spread their DNA—which carries genetic information specific
to each person—everywhere, by shedding skin or hair cells, coughing out
droplets, or in wastewater flushed down toilets.

In recent years, scientists have been increasingly collecting the eDNA of
wild animals, in the hopes of helping threatened species.

For the new research, scientists at the University of Florida's Whitney
Laboratory for Marine Bioscience had been focused on collecting the
eDNA of endangered sea turtles.

'Human genetic bycatch'

But the international team of researchers inadvertently collected a
massive amount of human eDNA, which they called "human genetic
bycatch".

David Duffy, a wildlife disease genomic professor at the Whitney
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Laboratory who led the project, said they were "consistently surprised"
by the amount and quality of the human eDNA they collected.

"In most cases the quality is almost equivalent to if you took a sample
from a person," he said.

The scientists collected human eDNA from nearby oceans, rivers and
towns, as well as from areas far from human settlements.

Struggling to find a sample not tainted by humans, they went to a section
of a remote Florida island inaccessible to the public.

It was free of human DNA—at least until a member of the team walked
barefoot along the beach. They were then able to detect eDNA from a
single footprint in the sand.

In Duffy's native Ireland, the team found human DNA all along a river,
with the exception of the remote mountain stream at its source.

Taking samples from the air of a veterinary hospital, the team captured
eDNA that matched the staff, their animal patient and viruses common
in animals.

'Perpetual genetic surveillance'?

One of the study's authors, Mark McCauley of the Whitney Laboratory,
said that by sequencing the DNA samples, the team was able to identify
if a person had a greater risk of diseases such as autism and diabetes.

"All of this very personal, ancestral and health-related data is freely
available in the environment, and it's simply floating around us in the air
right now," McCauley told an online press conference.
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"We specifically did not examine our sequences in a way that we would
be able to pick out specific individuals because of the ethical issues," he
said.

But that would "definitely" be possible in the future, he added.

"The question is how long it takes until we're at that stage."

The researchers emphasized the potential benefits of collecting human
eDNA, such as tracking cancer mutations in wastewater, discovering
long-hidden archaeological sites or revealing the true culprit of a crime
using only the DNA they left in a room.

Natalie Ram, a law professor at the University of Maryland not involved
in the research, said the findings "should raise serious concern about
genetic privacy and the appropriate limits of policing".

"Exploiting involuntarily shed genetic information for investigative aims
risks putting all of us under perpetual genetic surveillance," she wrote in
a commentary on the study.

The authors of the study shared her concerns.

McCauley warned harvesting human eDNA without consent could be
used to track individual people or even target "vulnerable populations or
ethnic minorities".

It is why the team decided to sound the alarm, they said in a statement,
calling for policymakers and scientists to start working on regulation that
could address the "ethical quagmire".

  More information: David Duffy, Inadvertent human genomic bycatch
and intentional capture raise beneficial applications and ethical concerns
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with environmental DNA, Nature Ecology & Evolution (2023). DOI:
10.1038/s41559-023-02056-2. 
www.nature.com/articles/s41559-023-02056-2 

Natalie Ram, The ethics of human sequences in environmental samples, 
Nature Ecology & Evolution (2023). DOI: 10.1038/s41559-023-02072-2
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